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Roadmap

GRNET Scope

Operating digital public services: challenges

A unified computing environment for gov.gr horizontal services
Tackling problems with different OSS components
Experiences from production

Future directions (via internships)
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GRNET S.A. — National
Infrastructures for Research
and Technology

the Greek National Research and Education Network (NREN) established in 1998.
A specialized Internet service provider dedicated to support the needs of the
research and education communities within a country



Scope

From 2019, GRNET operates under the Ministry of Digital Governance.
GRNET provides:

Internet connectivity
e-infrastructures

cloud computing
high-performance computing
advanced services

to the Greek academic and research community and to agencies of the public
sector



Users

Members of the academic and research community
Network Operation Centers

Students

Public hospital personnel

Public administration personnel

Citizens



(up until 2019)
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gov.gr: portal and services
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challenges?



self-hosted : :
multiple services

resiliency "
security

constant changes

scalability
team collaboration



AppStack

a unified computing environment for gov.gr services

currently hosting:
dilosi, gov.gr, edupass, DGC, EIDAS, firstreg, gov wallet, auth, vouchers and more
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Kubernetes benefits

dynamic environment support
in-cluster load balancing
automated rollouts and rollbacks
self-healing
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Load balancer setup benefits

BGP support (BIRD)

dynamic IP routing (BIRD)
TCP/HTTP load balancing (HAProxy)
high traffic website support (HAProxy)
high availability (both)
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PgBouncer benefits

e lightweight connection pool
e improve idle and short-lived connections at the database server
e uses actual Postgres connections when needed
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Q Search or jump to...

Home , Dashboards > service: Dilosi » dilosi: Ingress Metrics ¢y o
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Home ; Dashboards > service: Dilosi > dilosi: PostgreSQL Metrics ¢ o8
Datasource  prometheus-astackO-prod v Interval | auto v  Instance  db-astackO-prod-3101.kno.k8s.grmet.gr:9187 v
> Settings (14 panels)

~ General Counters, CPU, Memory and File Descriptor Stats
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Q Search or jump to... 3 emdek
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~275M transactions
~8,3M citizens
20K r/s

~6500 doc/min
~100 docs/sec
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ModSecurity benefits

e well-established Web Application Firewall (WAF)

e OWASP (Open Web Application Security Project) Core Rule Set
e allows for a service-specific rule set

o effective



elastic

= @ oosboard  [astacko-prod] WAF Full screen  Share  Clone & Edit
B searcn KL O Lastiweek snow aoes [
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SOUTH OCEANIA
User-Agent ~ Count Country v Count ~
Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) ... 38 Germany 79
python-requests/2.18.4 18 United Kingdom 50
Mozilla/5.0 (Linux; U; Android 9; el-gr; Redmi Note 8T Build/PKQ1.190616.001) AppleW... 16 United States 40
Y Linux; U; Android 9; el-gr; Redmi Note 8 Build/PKQ1.190616.001) AppleWe... 14 Cyprus 35
Screenshot
Linux; U; Android 9; el-gr; Redmi 6A Build/PPR1.180610.011) AppleWebkKit... 13 Netherlands 21
Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) ... 13 Spain 21
Mozilla/5.0 (Linux; U; Android 10; el-gr; Redmi Note 8 Pro Build/QP1A.190711.020) Ap... 10 Turkey 21
Mozilla/5.0 (Linux; U; Android 10; el-gr; Redmi Note 8 Pro Build/QP1A.190711.020) Ap... 8 Albania 19
Mozilla/5.0 (Linux; U; Android 9; el-gr; Redmi Note 7 Build/PKQ1.180904.001) AppleWe... 8 Luxembourg 18
Mozilla/5.0 {Linux; U; Android 10; el-gr; Redmi Note 7 Build/QKQ1.190910.002) Apple... 7 Sweden 18
Abnn 2nn Arar 10
Client IP v Count Firewall Rule v Count v
83.222.49.54 17 Range: Invalid Last Byte Value 302
216.241.140.226 15 Inbound Anomaly Score Exceeded (Total Score: 5) 142
195.67.244.55 13 (empty) 43
40.77.167.7 9 Restricted File Access Attempt 37
5.22.236.196 7 OS File Access Attempt 21
40.77.167.6 7 HTTP Splitting (CR/LF in request filename detected) 16
83.63.86.117 7 Attempted multipart/form-data bypass 15




Infrastructure evolution

1.5TB Storage
100 Pods

25 Services
30 VMs

10 BMSs

50TB Storage
900 Pods
200 Services
150 VMs

50 BMSs



Experiences from production

our architecture allows for multiple deployments per day, even with thousands
of users connected

we can respond to changing conditions quickly and minimize the impact of an
issue by swiftly implementing and deploying a solution

by carefully monitoring different metrics such as request / response times,
success rates and more, we are able to tune parameters including the
number of container pods and database connection timeouts, to keep the
system from reaching several bottlenecks

our infrastructure setup enabled us to keep all services up and running during
a 48-hour data center shutdown that occurred due to extensive electrical work



work in progress

(more OSS)



Image scanning for vulnerabilities
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Static Application Security Testing (SAST)

Semgrep



Evaluating linters for K8 resources

&

KubelLinter



Recap

e AppStack: a CI/CD, cloud-native approach for the development and operation
of gov.gr services

e an enabling environment for integrating open-source software components

e in this context, DevOps can address reliability and security challenges by

incorporating suitable OSS tools such as scalability mechanisms and firewalls
e (SS-based internship potential
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supports Greek government services. In this article, we describe the

platform and its different components for managing containers,
networking, monitoring, and checking security. Furthermore, through a number of
use cases we highlight the platform's capabilities and finally, describe our
experiences from production.

W e have four years of experience running a cloud native, agile platform that

Background

The Greek National Infrastructures for Research and Technology (GRNET), is the
Greek NREN (National Research and Education Network). GRNET provides
networking, cloud computing and services to academic and research institutions
[1.2]. In 2019, GRNET became highly involved with the digital transformation of the
Greek public sector. Specifically, operating under the auspices of the Ministry of
Digital Governance, the organization became responsible for the development,
operation and maintenance of the gov.gr portal (Greece's public sector information
website) and several governmental services including the electronic issuance of
documents signed by the Greek state, and a digital wallet that Greek citizens can
use to control how they share identification data among others. The advent of the
COVID-19 pandemic made the implementation and maintenance of these services
more urgent and critical.
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