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Roadmap

1. GRNET Scope
2. Operating digital public services: challenges
3. A unified computing environment for gov.gr horizontal services
4. Tackling problems with different OSS components
5. Experiences from production
6. Future directions (via internships)



GRNET S.A. – National 
Infrastructures for Research 

and Technology

the Greek National Research and Education Network (NREN) established in 1998. 
A specialized Internet service provider dedicated to support the needs of the 

research and education communities within a country



Scope
From 2019, GRNET operates under the Ministry of Digital Governance. 
GRNET provides:

● Internet connectivity
● e-infrastructures
● cloud computing
● high-performance computing
● advanced services

to the Greek academic and research community and to agencies of the public 
sector



Users
● Members of the academic and research community
● Network Operation Centers
● Students
● Public hospital personnel
● Public administration personnel
● Citizens



(up until 2019)

Copernicus BDR HARMONI Eudoxus Apella ~okeanos ~okeanos-global 
~okeanos-knossos Diavlos Zeus Delos365 AcademicID HIDM ViMa Argo DNS 
NTP Mail AaaS parltv FOD Eduroam Redmine Phabricator Phabricator JIRA Piwik 
Wordpress Limesurvey Sympa Confluence Massmail TravelExpenses 
SecureNotes XMPP Chat Webdns4 Nextcloud OpenVPN LDAP FTP SnipeIT 
Netbox Syslog RADIUS Observium Mon LG IDP AbuseIO Jenkins Puppet FAI 
Icinga Prometheus Elasticsearch Graphite Grafana Bacula PostgreSQL MariaDB



gov.gr: portal and services

(summer ‘19)



challenges?



self-hosted multiple services

constant changes

scalability

resiliency

team collaboration

security



AppStack
a unified computing environment for gov.gr services

currently hosting:
dilosi, gov.gr, edupass, DGC, EIDAS, firstreg, gov wallet, auth, vouchers and more



pipeline



infrastructure







Kubernetes benefits
● dynamic environment support
● in-cluster load balancing
● automated rollouts and rollbacks
● self-healing





Load balancer setup benefits
● BGP support (BIRD)
● dynamic IP routing (BIRD)
● TCP/HTTP load balancing (HAProxy)
● high traffic website support (HAProxy)
● high availability (both)





PgBouncer benefits
● lightweight connection pool
● improve idle and short-lived connections at the database server
● uses actual Postgres connections when needed











~275Μ transactions
~8,3Μ citizens

20Κ r/s
~6500 doc/min
~100 docs/sec



10 days with the highest traffic during COVID-19





ModSecurity benefits
● well-established Web Application Firewall (WAF)
● OWASP (Open Web Application Security Project) Core Rule Set
● allows for a service-specific rule set
● effective





Infrastructure evolution

1.5TB Storage

100 Pods

25 Services

30 VMs

10 BMSs

50TB Storage

900 Pods

200 Services

150 VMs

50 BMSs



Experiences from production
● our architecture allows for multiple deployments per day, even with thousands 

of users connected
● we can respond to changing conditions quickly and minimize the impact of an 

issue by swiftly implementing and deploying a solution
● by carefully monitoring different metrics such as request / response times, 

success rates and more, we are able to tune parameters including the 
number of container pods and database connection timeouts, to keep the 
system from reaching several bottlenecks

● our infrastructure setup enabled us to keep all services up and running during 
a 48-hour data center shutdown that occurred due to extensive electrical work



work in progress

(more OSS)



Image scanning for vulnerabilities



Static Application Security Testing (SAST)



Evaluating linters for K8 resources



Recap
● AppStack: a CI/CD, cloud-native approach for the development and operation 

of gov.gr services
● an enabling environment for integrating open-source software components
● in this context, DevOps can address reliability and security challenges by 

incorporating suitable OSS tools such as scalability mechanisms and firewalls
● OSS-based internship potential



https://www.usenix.org/publications/loginonline/appstack-agile-platform-running-digital-public-services

https://www.usenix.org/publications/loginonline/appstack-agile-platform-running-digital-public-services


thank you!

(questions?)


