2 grnet

Avamttuaoovtag to veo KEIM Backoffice pe Avolyteg TexvoAloyieg

Anuntplog MixanA

AvatmAnpwtng Kabnyntncg,
Tunua MAnpo@opikng kat TNAEHATIKAG,
XapokoTelo MNaveTioTnuLo
ISy
Ettikepalng Tou Tpnpatog Avattugng Yminpeotwy, Epappoywv kat TexvoAoylwy,
AteuBuvan Wnplakou Metaoxnuatiopou kat Wnetakwy lkavotrtwy,
EAYTE

r'a/Q grnet
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> KOTIOG

‘Eva veo TtAnpogoplakd cuotnpa ou Ba KaAUTITEL TIG oUyXpoveg avaykes twv KET
Kal euputepa.
® YmiAnhoi KET]
o Aueon mnpo@opnan yia Tic O1adIKaaieg
o) AVOIW/IOI Kal YTOIDOIKO)\OUGV]OV] utro0éoewv

o  Ekmaidsuon kai umoatrpién
® Aioiknon twv KETI

o Aiayeipion KETT, xpnatwv KEI, opyavikeg B€aeic, K.T.A.
® Fupwmaiol ToMitec
o Yhomoinon portal EUGO + aitroeic EUGO (el DAS)

r'é/Q grnet
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To olkoouoTNUA TWV S1adLlKaotwyv

Baoikn tapadoyr mwg 1o EMAA - Mitog
Bploketal 0To KEVTIPO TOU
OlKOOUOTHUATOG, TIAPEXOVTAG OWOTH KAl
ETIKALPOTIOINUEVN TIANPOPOPNTN YIA TIG
dladlkaoieg Tou dbnuoaiou, Ta
OLKAloAOYNTIKA, K.T.A aAAd Kal To BT LKO

2
Europe

TIAaiolo.




i) grnet
Mitog - EBviko Mntpwo AloiknTikwv Atadikaciwv

e Emionuo pntpwo dtadikaoiwv tou EAAnvikoU Anpociou
(mitos.gov.gr)
® AkohouBeito CPSV-AP (Core Public Service Vocabulary

Application Profile)
o Datamodel yia tepiypagn 6nuociwy uttnpeotwv kabwg Kat

yeyovotwv {wng M | _I_ O S

e Teyvoloyia

o  YMAomotinpévo pe MediaWiki
(https://www.mediawiki.org/wiki/MediaWiki)

o  Avamtuxdnke wg Mediawiki extensions
=2 grnet
OF


https://www.mediawiki.org/wiki/MediaWiki
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To APl tou Mitou + API clients

ata: {
- metadata: {

- proces:
of ficial_title: "Xopryn
alternative_titles: [

{uon amoypagig

I
description: "H a
MnTp@o Tov e-E4KA, PTATLG 1616TNTag acpdAtong
org_owner_is_private: fal
org_owner: 86136,
provision_org_owner_directory: [

724203
1
provision_org_group_remote: [

8256
1,
provision_org_group_remote_urls: "htt

led o-kentro-exupereteses-
provision_org_group

99

13
provision_org: [
66190
I
provision_org_director

xup
joTnua oToTy
0 moTonoNpEY A
Ta oot
estimated_inplementation_duration_max:
evidence_identification_type

trigger_type: [
Attnon (ynelaxd)”,
oKAfion”

51Ka1OA

61 « @ oTn 6LYATOTNTA GVTAN

NG Bepa

YPagNG HEOW NAEKTPOVIKGY UMNPECLGV e-ESKA",

0NG anoypagric NAEKTPOVIKA Kal an: AtTn mou

polites-kai-kathemerinoteta/ex-ap

KAl UNXavoypaglKi anoTHILN TNG oPp

KTPOV LK Unnp
c €10
ag Twy URAAAGAWY Tov KEI
G TNG NAEKTPOVIKNAG
bun yia 1Au8:

Y12 Aoyaplaoé Tov guotkol mpooumou. Mptv amd Ty
G UMOYpagf ané Tov alTODVTA Kl OUV

a Gvvatat

1w
£1a, 0 MOTOMOUNuEVOG
xTpovik vnnpeoia, Ta

® Kevtpikd APl + BonBntikd pntpwa

® https://api.mitos.gov.gr/info/

AaB&atpol clients:
® Javascript

o https://www.npmis.com/package/@di

gigov-o0ss/emdd-api-client

e Python

O  https:

22



https://api.mitos.gov.gr/info/
https://www.npmjs.com/package/@digigov-oss/emdd-api-client
https://www.npmjs.com/package/@digigov-oss/emdd-api-client
https://pypi.org/project/pyemdd/

= grnet
N€o BO - Oikoouotnpa Epappoywv (1/2)

e Backoffice (uTtaAAnAoty/mtpoictapevor KEM)
O  AvtAnon mAnpogopiag amoé to Mitog - EMAA
O Awaxeipton uttoBéoewy, TtTapakoAouBnan uttoBeaewy
o Alaleitoupyikotnteg KEA, Bupideg gov.gr + KXHAE
O EEWTEPIKES EPaPLOYES
e Awaxelplotiko teptBaliov (uttnpeoia piag otaong/draxeiproteg KEM)
o  Atayxeipton KEM kat xpnotwyv KEM
o  Alaxelpton opyavikwy Beoewv KET
o Alaxeipion ouyypoviouoU pe Mitog - EMAA
O Alaxelplon eEWTEPIKWY EPAPLLOYWV
e EUGO (EupwTttaiol TtOAITEG)
o UuAn EUGO + nAekTpovikh aitnan + 6popohoynon oe KEM/EKE (e/\) grnet



= grnet
N€o BO - Oikoouotnpa Eqpappoywv (2/2)

e Ymoouotnpa diayeipiong tautotntag (Identity management)

o Auvatotnra apoxng SSO (single-sign on) e eSWTEPLKES EQAPLOYES
e Helpdesk/support

O [lapdpEeTPOTIOINUEVO AVOLKTO AOYLOULKO yia dvolyua tickets pe SSO

O  Xtnolpo kat opyavwon helpdesk
e Ekmaideuon

O AVOLKTH ETILHLOPQWTLIKNA TTUAN howto yia Ttapoyr eKTIalOEUTIKOU UALKOU
o  Exmaideuon urtaAnAwv KEM

e Kowotnta
o Eykardotaon kal tapapeTpottoinan auyxpovng Aat@opag kowvotntag (discourse)
TIPOG OLEUKOAUVON TwV UTtaAAnAwy KET
r‘y grnet
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State-of-the-art texvoAoyisg (OAEG avolKTO AOYIGULKO)

e Backoffice

@)

O O O O O o o

Nestjs (Typescript backend)
Nextjs(React based frontend)
Camunda BPMN platform
Formio

Postgres DB

Redis (caching & pub/sub)
Rabbitmg (pub/sub)

Minio (object storage)

e Deployment/Operations
o Gitlab (CI/CD)
o Kubernetes (container
orchestration)
o ArgoCD (gitops)
e Support
o  Osticket
e Kowotnta
o  Discourse

r‘y grnet
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MiKpO-UTINPETIES

Microservices

Workflow

Identity
Management

=
®
1]
u
)
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®
o
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=
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® Tpeigcepappoyeg, OAeG e React
® https://nextjs.org/

tostana 005

Liechtenstein
Norway grants

EAAHNIKH AHMOKPATIA
Yroupyeio Eowrepiioy

2% Xpiiotes v R Mpageia v Awbikaoies v i EE. epappoyéc v @R Inpeiaefumnpémon @ Ewbicec 44 ItanioTika v

= OiAtpa Awbdikasieg EMA

AvaZijTnon Bacet Ketévou
Kwdikog
Siadikaciag

Katnyopia EMA

OAeg

Awadikacia EMA

Evepy EMD-826694
Oheg EUGO

AnAwan Mpoowptvig Kat Meplotaotakng Napoxng Ynnpeotwv
AmAwpatolxov Mnxavikod H/Y, TnAETUKOWWVIWY Kat AKKTOWY

EMD-329698 Adeta E€aoknong EnayyéApatog Atmhwpatodxouv Naurnyou
EUGO MnxavoAdyou Mnxavikod

EMD-541425 ‘EAeyxog ané tnv EYAAT Tng anox£Tevong Tov akivitov Adyw
EKEP OUXVWV EPPPAEEWY

EMD-255295

Avayyehia Aettouvpyiag Emuxeipnong EkpioBwong MoTootkAETWY,
EUGO Tpitpoxwv Kat TETpATpoxwv dvw Twv 50 K.eK. Xwpig 0dnyd

EMD-285594
EKEP

Aektio petakivnong AMEA

AnoteAéopata ava oghida 10 ~ 1-10 an6 753

[ MIXAHAA. v

Evepyn

Evépyeleg

Eqpappoyn YtaAAnAwv
o  Avolyua Kat tapakoAoufnon
UTTOBETEWV TIOALITWV
Eqpappoyn ToAltwv
o EUGO
AlaxelploTiko Tteptfarrov (admin)
o Awadikaoieg
o TIpapeia
O  ApopoAoynoelg
o Opyavoypaupata



https://nextjs.org/
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Awaxeipion Tautotntag
=\ OAuth2
Proxy

nginx :443
(SSL Termination)

oauth2-proxy . Auth Provider
14180 (Google, Keycloak, ...)

secured upstream
http service

) Kwdikoi Anpogiwv

(OAKEYCLO/

Ot Service Providers guvdéovtal pe OIDC pe tov
keycloak.

Xpron keycloak extensions yia identity
brokering oe TMNXAA ) elDAS ko o.

- i‘) grnet
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Keycloak Extensions

e https://www.keycloak.org/extensions
°

YAoTtoinon custom service providers +

authenticators wg keycloak extensions
e Xprontngtexvikng identity brokering \ f /
® TIY

https://github.com/grnet/eidas-keycloak
-extension ("KEYC L(’* 4

® TeyvoloyiaJava + Quarkus

e YTmootnpidet custom SAML TtpwtOKOAAO
kaBwg kal Bondntikoug authenticator.

Fi‘) grnet


https://github.com/grnet/eidas-keycloak-extension
https://github.com/grnet/eidas-keycloak-extension
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o

BPMN (Business Process Modeling Notation)

e
v

,
Execute
Service

Workflow

—

Make
Decision

/

User
Action?

AteBvég otavtapvt yia poviehotolnon dtadlkaotwy

/. Yes =

O

\ /

\

N { \\
—0,( ~

.

Complete
Task

———
///- \\‘

//

N

Wait for
Message

Workflow

Completed

AuTOUATOTIONO N TIOAUTIAOKWYV ETIIXELPNUATIKWY OLAOIKATLWY XPNOLIUOTIOLWVIAG
OTITIKA YAWOOA [LovTEAOTIOINONG
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Camunda Workflow Engine

e Camunda 7 platform (https://github.com/camunda/camunda-bpm-platform)

® TeyvoAoyieg
o Java (Spring Boot or Quarkus)
o  Postgres DB
o  SSO Integration with Keycloak
o  Asynchronous integration pe xprion oupwv RabbitMQ
e Usertasks pe xpnon formio (https://github.com/formio)
o AmoBnKeuon QopUwV oEjson

® Service tasks
o  Xprontexvikng external task
o  Alagnuion twv tasks pe APl kal eKTEAEDN TOUG ATIO EEWTEPLKA CUCTHUATA

fe/‘? grnet


https://github.com/camunda/camunda-bpm-platform
https://github.com/formio
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External Task Pattern

® YMomoinon External Tasks peow Typescript/Javascript microservice

= provide
Shipping
Address

External Task List

External Task:
Employee
Onboarding

~
2: externalTaskService.fetchAndLock(..) ~

Type: external,
Topic: Address Validation

L

Validate Address

External Task: i
Shipping
Scheduling y

External Task:

Address
Validation

-

~

~

: externalTaskService.complete(..)

1
1
1
|
|
|
1
1
I3
1

~

Address Validation
Worker
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ALGAEITOUPYIKOTNTES

Ymootnpi§n Bupidwv gov.gr
® AtootoAn kal dtdBacpa uttoBeong oe Bupida gov.gr (popEa Kat TtoAlTn)
® https://www.npmjs.com/package/@digigov-oss/gov-gr-vault
Ymootipién KXHAE (Kevtpikou YHAE)
® AtootoAn kat didBaopa pakerou

e https://www.npmis.com/package/@digigov-oss/kshde-client

AaAettoupyikotnteg KEA
® Aldgopa TtakETa, Eva avd OLaAEIToUpyIKOTNTA.
® Prefix oto npmjs @digigov-oss, Tty
o  https://www.npmjs.com/package/@digigov-oss/get-nnc-identity-ext-client

Fi‘) grnet


https://www.npmjs.com/package/@digigov-oss/gov-gr-vault
https://www.npmjs.com/package/@digigov-oss/kshde-client
https://www.npmjs.com/package/@digigov-oss/get-nnc-identity-ext-client
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User Tasks  aAAiwg qpopueg;
e Xpraon formio

e https://github.com/formio/formio
MAgovekTnuata

e [leplypan popuwy o€ json
e AmoBnkeuon gopuwv otnyv faon
e EUkoAo koAal
MelovekTnpata
® XpeldotnKe custom KwOIKAG yid TO
form submission

{

components: [

{

input: true,
tableView: true,
inputType: "text",
inputMask: "",
label: "First Name",
key: "firstName",
placeholder: "Enter your
prefix: ™"
suffix: ""
multiple: false,
defaultValue: ""
protected: false,
unique: false,
persistent: true,
validate: {
required: false,

minLength: "
maxLength: "

3\ 2 grnet


https://github.com/formio/formio

r 3) grnet
MNapaywyn Pdf

® AcuUyxpovn Ttapaywyr e
xprnon puppeteer o€ headless

eKEMN
Backend

® https://github.com/puppeteer

/puppeteer

® Xpnoneowteplkwyv endpoints
yia rendering twv documents
ue @media print CSS.

s 2 grnet


https://github.com/puppeteer/puppeteer
https://github.com/puppeteer/puppeteer

2 grnet
Avalntnon

Tpla use-cases

1. Avadntnon dtadikaoiwy
o  Aiya dedopéva (3000 dladikaaieg) -> in-memory microservice
o  https://www.npmjs.com/package/elasticlunr
2.  Avalntnon umoBeoswv
o  Postgres Trigram matching
o  https://www.postgresgl.org/docs/current/pgtrgm.html

3. XnuaotloAoyikrn avalntnon oladlkaolwy
O©  Mitos payload -> Transformer model -> vector -> vector DB indexing

(https://github.com/facebookresearch/faiss)
O  https://search.mitos.gov.gr

r‘y grnet


https://www.npmjs.com/package/elasticlunr
https://www.postgresql.org/docs/current/pgtrgm.html
https://github.com/facebookresearch/faiss
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Postgres
® YynAn diaBeowpotnta (HA) peow S BrErcee
streaming replication (log o  Postgis (spatial)
shipping). o pg_trgm (trigram matching)
® Aev UTIAPXEL AKOWN avaykn yla To e JSON
e€edntnuéveg AUoELg o XpnonJSONB support péoa

oTnv postgres.

s 2 grnet
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Object Storage

® Avaykn yia cloud-agnostic

o Bare metal

o Publicclouds (Azure & AWS) i % MINIO
® Open-source Minio

o https://min.io/

o Ymootnpilel S3 API
e APl Facade

Azure Blob
API
Facade Storage

o YMAomoinonyta Minio

o YMAomoinon yia Azure SDK

s 2 grnet


https://min.io/

252 grnet

o

MeptBarrov KuBepvntn (k8s)

Load Balancing
Ingress Backend Services @

Utility Services

Helm upgrade é g ,, @)
il

Caching  Metrics Visualization Tracing  Logging

~ Docker Pull

Container Registry

Database

Object Storage
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Autoscaling

e Horizontal + Cluster autoscaling

Horizontal Pod Auto Scaling Cluster Auto Scaling

e Event-driven autoscaling;
o  AIKn pag ulottoinon pe microservice tou tapakoAouBei APl oupwv + k8s API
o  EvaM\aktikn open-source AUon - https://keda.sh/



https://keda.sh/

s ) grnet
Stress Testing

e Xpnon Grafana ké framework (https://ké.io/open-source/)

e Xpnon Typescript/Javascript
e 'EukoAn autopatotoinon kat uPnAn amodoaon

3\ 2 grnet


https://k6.io/open-source/
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ArgoCD

e Continuous Delivery
e https://argo-cd.readthedocs.io/en/stable/

Commit CICD -

Pipeline ssmas
L >
12)

Docker Registry

Update Values :

Webhook

Release
Cluster


https://argo-cd.readthedocs.io/en/stable/
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Fuxaplotw!
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